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Abstract of document:

TS 33.179 defines the security of Mission Critical Push To Talk over LTE. The MCPTT architecture includes both a signalling plane and an application plane which between them support a number of services. The security of these two planes, plus their interaction is defined in this specification. 

SA3 has successfully defined the authentication and protection of the MCPTT signalling plane, and the protection of MCPTT media and floor control within the application. SA3 has also defined the protection mechanism for intra-network connections.
Changes since last presentation to SA Meeting #<N>:

This is the first presentation. 

Outstanding Issues:

MCPTT user authorisation to the MCPTT service.

How MCPTT signalling plane connections are securely associated with MCPTT application identities.

Ensuring the confidentiality and integrity of MCPTT application layer signalling, including identifiers.
Contentious Issues:

None. 
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